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\ ) Introduction

When long-term use of computationally secure
cryptographic techniques (e.g. public-key encryption, digital
signatures) is considered, there are two problems:

I. Computationally secure schemes might not maintain sufficient
long-term security because of recent rapid development of
algorithms and computer technologies.

Solution: [ Information-Theoretically secure scheme |
This scheme guarantees long-term security.

I1. One of the most serious threats in cryptographic protocols is
exposure of secret-keys (i.e. exposure of secret-keys leads to
a total break of the system).

Solution: [ Key-Insulated Scheme [Dodis et al. 02, 03] ]

period 1
X

[

period 2 | period 3

- This scheme minimizes the risk of O %

key-exposure. £ £

i A\ A 4

Update of secret-keys

period 4

(S




. ) Our Study

Our research topic is “authentication/signature schemes which have
both information-theoretic and key-insulated security”.

Especially...

We propose
Information-Theoretically Secure Key-Insulated
Multireceiver Authentication codes(KI-MRA).

Key-Insulated Computational Information-Theoretic
Security Security Security

Confidentiality | [Dodis et al. 02] | [Hanaoka et al. 04]
Authenticity [Dodis et al. 03] Our Research

Fig. The area of our research.
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\ ) Multireceiver Authentication codes(MRA- codes)

B One of the information-theoretically secure authentication schemes
proposed by Desmedt et al. [Desmedt et al. 92].

—> :broadcast channel Each receiver can individually
verify the authenticated message

Authenticated
message

31?'@3 eceiver R,
sender S

S can transmit an authentlcated] \gg receiver R

message to a group of receivers

We focus on this scheme and propose Key-Insulated Multireceiver
Authentication codes (KI-MRA).




) KI-MRA -Model-

1. Key Generation and Distribution by TI. [
PN KGen
:secure channel \/!\%[r %_‘

Tl:trusted Initializer

—

mk e,
(physically-protected) EB receiver R,
secure device H

receiver Ry

\

senderS

Assumption: Lifetime of the system is divided into N periods.

- KGen is a key generation algorithm.

- mk is @ master-key.

- e/0) is an initial secret-key for the sender S.

- e is a secret-key for R,(It will not be updated at each period).




. ) KI-MRA -Model-

2. Updating sender’s secret-keys for a period j from a period h.

:secure channel

| mk®=KUpd® (mk,h,j [e.9=KUpd (., mk(")

mk(h)
mk QE . q e M

device H sender S

- KUpd* is a key-updating algorithm for the device H.
- Kupd is a key-updating algorithm for the sender S.
-he {0, 1, .., N}, je], 2, ..., N}.

- mk(J) is key-updating information.



Y KI-MRA -Model-

\

3. Authentication / Verification at the period j.

—>: '
broadcast channel WIJ) =true/ false]
[ a =KAuth(e,®,m)

(a.j) mz receiver R,
__,__h < el
- QI :
sender S (a.j) @2 receiver R,
—— e

n

We consider the one-time model, in which the sender is allowed to generate
and broadcast an authenticated message at most only once per period.

- KAuth is an authentication algorithm.
= KVer is a verification algorithm.

- * M IS @ message.
- o is an authenticated message.
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) KI-MRA -Attacking Model-

The adversary can corrupt at most w dishonest receviers.

adversary Q (— Ea . m:

dishonest receivers

10

We consider the following two types of exposure:

Type A Type B
At most 7 sender’s secret-keys are 1 The master-key is exposed from the
exposed from the insecure device. secure device.

| period1 | period 2 |= =+ ‘penod N| 1 (It means the device is robbed).
Eq e(l) e?) ‘ e(N)‘

B

adversa ry

adversary



. ) KI-MRA -Attacking Model- 1

Impersonation Attack

agl 9

sender S receiver R,

R

adversary Gathered key-information

accept! ) ----------

The adversary tries to generate an
illegal authenticated message at a
period t, that has not been legally

generated by S but will be accepted
by R..

&iﬂ (,j) *iﬂ

sender S receiver R,

| (a’])
adversary Q

\@Gathered key-information

[

Substitution Attack |t target period |

After observing a valid authenticated
message, the adversary tries to

il generate an illegal authenticated
message at a period t, that has not
been legally generated by S but will
be accepted by R.




. ' KI-MRA -Security Notions-

— Definition.

-

KI-MRA TI is called (n,w;N, 7 ;€,,E5)-0ne-time secure
if the following conditions are satisfied.

maX(PI'I,IAI PI'I,SA) < Eps maX(PI'I,IBI PI‘I,SB) < €g

~

(- nis the number of receivers.
- W is the number of dishonest receivers.
- N is the totality of periods.

\- ¥ is the number of period at which sender’s secret-keys

may be exposed.

Impersonation Substitution
Attack Attack
Type A P ia Pr.sa
Type B Pr1s Pr.ss

- Fig. The combination between attacks and key-exposure types.

12
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) KI-MRA -Lower Bounds-

~ Theorem.

Lower bounds of success probabilities of attacks Pp, 1, Pp sa,
Pr 18/ Pn sp are as follows.

o |A(R.,W [t)>2" (A EN By Er)
PH,SA (Ri,W,I',t) > o1 (A EV By Er, A)
P (R, ) 3 2 A0
Prs, (RW, 1) > 27 AV ED IR MG AT)

W is a set of w dishonest receivers.
R, ¢ W is a target verifier.

[ is a set of key-exposed period.

| U ¢l is a period when attack will be done.

13




) KI-MRA -Lower Bounds- 14

~ Theorem. S

Let TT be an (n,w;N,y;1/q,1/q)-one-time secure KI-MRA. Then,
we have the following lower bounds of memory sizes:

Sender’s secret-keys at period j: | & S(J) [> qz(“)+ 1

\

Receiver R's secret-keys: | &: [> q2(7+1)
Master-keys: | MJ [> g*7 (™)

Key-update information: I(h’j) |2 q2(w+1)

Authenticated messages: ﬂ(j) |2 gHM) qa)+1

L (1<i<n, 0=w<n, 0=y<N, 0=<h=N, 1<j<N) )

Our direct construction will meet all The above bounds
| the above inequalities with equalities. are tight!

e
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V' KI-MRA -Lower Bounds-

Note: The proposed lower bounds of KI-MRA are extension of
those of MRA-codes[Safavi-Naini et al. 99].

~ In the case of ¥ =0:

Sender’s secret-keys at period j:
Receiver R/s secret-keys:

Authenticated messages:

2(w+1)
Es 297

S

A

>q°

> 2H(M)qa)+l

( 1<i<n, 0<w<n, 0<h<N, 1<j<N)

(n,w;N,0;€,,€5) -one-time secure KI-MRA = MRA-codes.

15



- Direct Construction -

A construction which uses polynomials
over finite fields F, (q: prime power).

This construction meets lower bounds with equalities
=1t is optimal construction.




. ) KI-MRA -Direct Construction- 17

\

1. Key Generation and Distribution by TI.

The master-key for the device H

F(x,2):= Zwlzllai,o,kxizk, mk(X,y,z) = iiiai,j,kx‘yjzk
k=0

i=0 i=0 j=1 k=0

(ai,j,k < Fq)

The initial secret-key for sender ]

wigd [ es9(x, 2) := F(x,2)

- The receiver R's secret-key ~

ei (YI Z) = F(Rilz) + mk(RiIYIZ) mg
(R EF\{0}:ROID) |




. ) KI-MRA -Direct Construction- 18

2. Updating sender’s secret-keys for a period j from a period h.

ﬂ@ The key-updating information
mk(Md)(x, z) 1= mk(x,j,z) - mk(x,h,z)
mk(h.)
Piiq T der’ y ) .
- e sender’s secret-key at the period j ~

e9(x, z) := eM(x, z) + mkhi)(x, z)
= F(x,z) + mk(x,h,z) + mk(x,j,z) - mk(x,h,z)
= F(x.z) + mk(X,j,z) )

\_
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. ) KI-MRA -Direct Construction-

19

3. Authentication / Verification at the period j.

-

\_

Authentication

& (X) |x=ri

~
a (X) := e)(x, m)
= F(>S<,m)+mk(x,j,m) <:
a=(m, (X))

I

gl
(a,i)
\@2

u

[

R verifies whether these two values are equal.

l

* Verification by R,
e (y, z) := F(R,z) + mk(R,y,

e

€ (Y 2)ly=j, z=m




) KI-MRA -Direct Construction-

— Theorem.

secure, and optimal.

The proposed construction is (n,w;N, ¥ ;1/g,1/g)-one-time

Memory sizes of secret-keys and authenticated messages

Sender’s secret-keys at period j:

Receiver R/s secret-keys:
Master-keys:
Key-update information:

Authenticated messages:

&0 |z gD
& |=q*

MEK |= g2 (@
700 |2 g

AW |:2H(I\/I)qa)+l

20



- Generic Construction -

: Cover free family
o :
I | MRA-codes[Safavi-Naini et al.99]

> KI-MRA

[ Merit: A flexibility in choosing system parameters. j

e



) Cover free family (CFF)(Erdos et al.85]

\
~— Definition. N
Let

- L={l;, |5, ..., |} be a universal set.
- ¥={F,, F,, ..., F} be a family of subsets of L.

Then, we call it (d, N, 7 )-CFF if
F ek R U...UF

forallF,,F,.F, ....F eF(F =F if j=k)

TR L PO R

22



) KI-MRA -Generic Construction- 23

\

H Basic idea:

) (n,w,€)-secure
CPIN OO MRA-code

&1 ‘Q N+d copies

(n,w;N, ¥ ;€%,€)-one-time secure
KI-MRA
[Note]

[ - n is the number of receivers
- w is the number of dishonest receivers { of the underlying MRA-code.
| - €is a success probability of attacks

-



\ ) KI-MRA -Generic Construction- 24

\

1. Key Generation and Distribution by TI.

(us?, v vl . vil) ¢ the j-th output from MGen (1< j<N)

(u' v e, vie)) s the g-th output from MGen (1< g <d)

:these keys are corresponding to |; €L
— The initial secret-key for the sender
aﬂ}[e_éo) =(ug’,uf,...,ufM, U U :@

The receiver R's secret-key
— (v® (N) /(1) ,(12) (I4) ,~
& = (Vig:Vigs--oVig Vit Vit s, Vs Jiﬂ

ﬁ The master-key
(i

- MGen: a key generation algorithm of MRA-code.
- Ug®, u,0): a secret-key for sender.
- Vi o0, v; ;0): a secret-key for receiver.

.



_ ) KI-MRA -Generic Construction- 25
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2. Updating sender’s secret-keys for a period j from a period h.

= The key-updating information
H_ mk M —y W) (U(J) ::{ul(l) 1l e Fj}) Fj (= period ]

mkh.i)

The sender’s secret-key at the period j }

Sald () -— (y® (@ (N)
: e =, u;”, ..., Uy @)

“ {exchange Update

M _ (@O (2 (N)
‘ e’ =(Ug’,U,”,...,Us
The sender’s secret-key at the period h




) KI-MRA -Generic Construction- 26
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W Security:  |iingetpaiod!  (UD ={ul [IF,})

a set of sender’s secret-keys

The sender’s secret-key at the period t )
£ ] corresponding to F;.

() — (1 @D (2) (N)
eS M (uo ’uo Jeeo ey uo @
Y exposed secret-keys for the sender

el = (U uf,...,uP U )

U = :
q> Ju® @eg» = (U uf?....u U D)
| =1

Not empty adversary

From the definition of CFF...

| the adversary cannot obtain all information about the sender’s
secret-key at the target period t.

e




Y KI-MRA -Generic Construction-

\

3. Authentication / Verification at the period j.

Authentication
"~ _(m o 5(1) 5(1)._ 5(])) )

S = MAuth(u“),m)
aiif\ S ==MAuth(u,"’,m) for alli, e F, i )

m } 4 VerificaEion by R, ~

MVer (v}, 55")=true

\ MVer(v,('l),5ij))#true foralll, e F)

27

- MAuth: an authentication algorithm of MRA-code.

- MVer: a verification algorithm of MRA-code.



) KI-MRA -Generic Construction-

\

— Theorem.
The proposed construction is (n,w;N, ¥ ;€%,€)-one-time secure.

Here, ¢ =min(| F, —{F, v...F_}|) ,where the minimum is taken over all
Fo Fye F, e F.

-
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\ .
A Conclusion

We studied Information-Theoretically Secure Key-Insulated
Multireceiver Authentication codes (KI-MRA).

Our Results
- Newly introduced the model of KI-MRA.

- Defined and formalized security notions of KI-MRA.

- Derived lower bounds of success probabilities of attacks
and memory sizes required for a secure KI-MRA(tight).

- Proposed two constructions:
- Direct Construction(optimal)
« Generic Construction






) Appendix :Memory sizes of Constructions

\

Memory sizes of the generic construction

Sender’s secret-keys at period j: 88“) |: (N i | Fj |) | U |
Receiver Ry's secret-keys:| & |= (N +d)| V|
Master-keys:| MK |=d | U |
Key-update information:| 7" |< F U

Authenticated messages:| AV |= (| Fi|+1) | D
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) Appendix:Formalization of Py,

For any set of colluder W, any set of key-exposure periods I, any targeted
honest receiver R, €W and target period t ¢[, then

Py (R, W, T, t) := max max rpat>)< Pr(KVer (e, a,t) =true | g, ,€)
w er a,

- e,: a set of the colluders’ secret-keys.
- er: a set of sender’s secret-keys exposed such that e ¢e.

- (a,t): an authenticated message.

32
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) Appendix:Formalization of Prsa

For any set of colluder W, any set of key-exposure periods I, any targeted
honest receiver R, €W and target period t ¢[, then

P R, W, I 1):=maxmax max max
H’SA( ' ) av e (a't) (at)=(at)
Pr(KVer(e,,a,t) =true|e, ,e., (', 1))

- e,: a set of the colluders’ secret-keys.
- er: a set of sender’s secret-keys exposed such that e ¢e.

- (a’,t), (a,b): an authenticated message.

33
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) Appendix:Formalization of Py g

For any set of colluder W, any targeted honest receiver R, €W and target
period t ¢, then

P (Ri, W, 1) = max max max Pr(KVer (g;, «,t) = true | &, , mk)
’ Bw

mk  (a,t)

- e,: a set of the colluders’ secret-keys.
- mk: an exposed master-key.
- (a,t): an authenticated message.

34
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) Appendix:Formalization of Py ¢

For any set of colluder W, any targeted honest receiver R, €W and target
period t ¢, then

P, (R, W, 1) =maxmax max max
’ 8w mk (a't) (at)#(a't)

Pr(KVer(e,,«,t) =true|e, ,mk, (a',1))

- e,: a set of the colluders’ secret-keys.
- mk: an exposed master-key.
- (a’,t), (a,b): an authenticated message.
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