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esigned in South Afri

Ceeloq: A simple but effective secure
remote entry device

Africacrypt 2010



A ro’cor—’msp’wed electrontic ci,plner device
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e prototypes, such as
* Enigma

o Tsec-KL/7

o Typex
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opted yt e U

onal Security Agency

[Wikipedia]
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er machine in use from
ed on the Enigma

[Wikipedia]
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, ..., P_are the rotor permutations
S 1s a 1-step rotation operation

G = ( iy ) is the state of the machine
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Q and P, are conjugate permutations with the same
cycle structure
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tion/ decryption operations are i

eakness:

* A given letter is never encrypted into itself

» This is due to the turn-around permutation being self-
inverse with no fixed points - all cycles are of order 2

« This represents a Shannon redundancy of 0.057
bits/letter
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Protex: 26:32:2
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rmutations on 32 char
ne permutation is used as a reflector

* The permutations are chosen such that P-S = S°P
(Shannon product cipher condition)
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Boolean Finite State Circuit

|

Complex mixing
function

Input stream —— > Output stream

Stream cipher with a dynamic key-dependent
mixing function
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ring of 12 permutations: 12!=28.8 bits

* Total key size . 138.8 bits
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entries

Probability

0

1
2
3
4
5
6

0.812500
0.157258
0.026210
0.003615
0.000387
0.000029
0.000001

Average = 0.22
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ations and
elr inverses

Permutations were
optimised to
reduce the number
of conductors
threaded through
aeach ferrite core
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dvance of the counters are irregular
¢ Side-channel attacks:

e Timing attacks
» Re-entry
» Propagation of carry bit

e Power analysis

« Power surges due to switching of magnetic ferrite
cores
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r structure of roto
ers no cryptographic advantage

 [nput-output permutations conjugate to a fixe
permutation decreases entropy

* Re-entry is a serious weakness, making the
cipher vulnerable to a timing attack
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The travails of a 32-bit block cipher
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: To provide increased security
ess entry systems

 Applications: car door, garage door openers, etc.
¢ Constraints

e 32-bit radio transmission

e Jlow power

° low component count
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ey length: Initially 32 bits, but later
increased to 64 bits

* Block length limited to 32 bits due to
transmitter constraints
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e in component count

ventually it was decided to insert a single
5x1 S-box

* An elementary key schedule to save
components

e Circulating shift register
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A\ 4

64-bit key shift register
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64-bit key shift register
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gister steps:
as decided on as follows

» Good SAC properties from plaintext to
ciphertext

* Each key bit should be active at least 8 times

* The 528 steps comprises 84 cycles of the key
register

* The Y cycle was introduced as a “nuisance”
impediment to cryptanalysis
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* Latency: 1 clock period

e Minimised to enhance diffusion of bit changes
in encryption/decryption
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an function
-1 balanced

* Algebraic degree

e Minimum distance to affine set
e Correlation immunity

e Function resiliency
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Exhaustive search
Time-memory trade-off

Slide/algebraic

Slide/guess and
determine

Slide/cycle structure
Slide/fixed points

Slide/meet-in-the-middle

Reference

2 CP
216 KP

232 KP

232 KP
232 KP

20 KP

100 TB

16 GB

16.5 GB
>16 GB

~2 MB

Hellman

[Co, Ba,
Wal

Bogdanov

[Co, Ba]

[Co, Ba,
Wa]

[In, Ke, ...]
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ausiive
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reeks using FPGA circuits

MAC = f{counter) MSH* Satisfies MAC 2
Fixed ID (known) MSH Equals ID 2
Fixed ID (unknown) MSH differential 3
Random bits 16-bit counter mode <64

* MSH = most significant half of counter
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date of purchase of the car and the u
pattern of the driver might give a clue

* At a usage pattern of 10 transmissions per day,
the wrap-around period is approximately 18
years

¢ If the top bits are determined by the serial number
of the transmitter, this provides the attacker with
substantial information
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ishing attacks

ourtois, Bard and Wagner: Slide-algebraic
attack

¢ Indesteege, Keller, Dunkelman, Biham and
Preneel: Slide- and meet-in-the-middle
attacks

* Eisenbarth, M & T Kasper, Moradi, Paar,
Salmasizadeh, Shalmani: Power analysis
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- 2X,X,) = X, Dx,Dx X Bx X,

Dx,x, DX XX, DX X, X, DX XX, DX, X X

3 01402y 374

Add 2 variables o = x,x,and 3 = xx

4
® Assume F bits of the key are known, then for r

rounds of the cipher, there are
3r + 64 + F multivariate quadratic equations in
3r + 96 variables of which 64 + F are known

® The total number of distinct monomials is
approximately 12r
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r =128, 2 known plaintexts, 30
guessed, the remaining 34 bits are recovere
150 s by the program MiniSat 2.0

e With r = 160 rounds, 2 plaintexts in counter
mode, 30 bits guessed, the remaining 34 bits are
recovered in 233 s by the program MiniSat 2.0

Africacrypt 2010 39



Africacrypt 2010 40



asis of attack:

* Self-similar key schedule (supports slide attack)
e Efficient linear approximation to the NLF

e Existence of linear relations within the
algorithm
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A pair (P,C), (P*,C*) is called a slid pair if
F(P) = P*and F(C) = C*
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thensois Cand C*

K e Use this information to solve
|  Verify the solution by checking
F

additional plaintext-ciphertext pairs

_)C*

Complexity

1. The attacker is searching for collisions, which, due to the
birthday paradox, have a high probability after 2> pairs
have been searched

2. Solving for K should be << 2%
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© The best linear approximation, used in the slide-
determine attack, is x @ x,.

Pr(NLF(x,, x,, x,, x,, X,) = 0|x,® x, = 0) = 5/8
Pr(NLF(x,, x,, x,, X, X,) =1 |x,®x,=1) =5/8
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. ~ 237 Keeloq encryp
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— (8 cycles)

L c (32 bits)
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Y4 cycle by guessing the firs
s and decrypting the ciphertext by 16 roun

* Given the pair (p, ¢), Search for fixed points f; (p)=

» About 2'° pairs will be found (birthday paradox)

¢ Store the trip!
* Apply an alge

es (p,c,(kls,...,ko))
braic attack to determine the

unknown 48

key bits

* Verity solutions by checking additional plaintext-
ciphertext pairs
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ion B (optimised): Average = 2°77 Keeloq
encryptions
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nts, and this is a function o
ersion A works for about 63% of keys
 The attack does not work for about 37% of keys

e Optimised version A works for about 30% of
keys

Africacrypt 2010 50



Africacrypt 2010 51



r science department, Tec

esearch group COSIC of the Katholieke
Universiteit Leuven, Belgium

* Math department of the Hebrew University,
[srael
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N

K. = (ky;...k

16i+15)’ 1=0,1,2,3

K. is easily solved if L, L* and U are known
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Data: 2'° known plaintexts
e 65 minutes to obtain data
* Time complexity: 245° Keeloq encryptions
7.8 days on 64 CPU cores
e Variant requires 3.4 days on 64 CPU cores
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CK requires more resea

provements:
* Scale up the Keeloq block and key lengths

e Slight structural changes to the key schedule
would stop slide attacks
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rogress in brute force
pabilities

 Discovery of new attacks, such as the slide
attack
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