
http://www.iaik.tugraz.at

TU Graz / IAIK / VLSI AFRICACRYPT 2010

1

Institute for Applied Information Processing and Communications (IAIK) ïVLSI & SecurityVLSI 

1

TU Graz / IAIK / VLSI AFRICACRYPT 2010

Fresh Re-Keying:
Security against Side-Channel and Fault Attacks

for Low-Cost Devices

Marcel Medwed

François-Xavier Standaert

Johann Großschädl

Francesco Regazzoni











ÁImplementation Attacks

ÁFresh Re-keying

ÁHardware Architecture

ÁSecurity Analysis

ÁFurther research and Conclusions



Attack Simple

Power

Analysis

Differential

Power

Analysis

Differential

Fault

Analysis

# Invocations One or few power 

traces

10s - 100s power 

traces

2+ encryptions 

under the same 

key and plaintext

Goals
(In symmetric setup)

Extract Hamming 

weights of 

intermediate 

values

Exhaustively 

recover sub-keys

Reduce key 

entropy to allow 

exhaustive search

Usesé Profiling and good 

knowledge about 

implementation

Divide-and-

conquer approach 

and statistics


