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ÁInput mĄ Output {c,r}

Áf
k*

is e.g. AES with session key

Ág
k
(r)does the re-keying

ÁJust shift the problem to g
k
(r)?

ÁYes, but g
k
(r) will be easy to 

protect





ÁP1: Diffusion

ÁP2: No need for synchronization

ÁP3: No additional key material

ÁP4: Little hardware overhead

ÁP5: Easy to protect against SCA

ÁP6: Regularity
k* = k xorrk* = Hash

k
(r)

k* = k*r (mod GF(28)[y]/y16+1)
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