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Users in U ൌ ሼU1, …, UNሽ run a Group Key Exchange ሺGKEሻ protocol and 
compute a session group key k indistinguishable from k* ∈R ሼ0,1ሽκ

UNU1

accept k1

Ui

accept  ki accept  kN

Correctness requires that k1 ൌ k2 ൌ … ൌ kN

main building block 
for secure group 
communication
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Goal Extend the notion of GKE towards computation of subgroup/p2p keys.

Naïve solution Each subgroup executes its own GKE/2KE session on‐demand.

Is it possible to compute subgroup/p2p keys in some optimized, more efficient way?

Flexible Group Key Exchange

AFRICACRYPT 2010, Stellenbosch 05.05.2010  | Mark Manulis | www.manulis.eu

Flexible Group Key Exchange with On‐Demand Computation of Subgroup Keys

U4U1 U2 U3

3

group key k

U1 U2 U3

subg. key k1,2,3

U1 U2

subg. key k1,2,4

U4 U2 U3

subg. key k2,3,4

U4U3

subg. key k1,3,4

U4U1

U1 U2

p2p key k1,2

U1

p2p key k1,3

U1

p2p key k1,4 p2p key k2,3 p2p key k2,4 p2p key k3,4

U3 U4 U2 U3 U2 U4 U3 U4

traditional GKEGKE൅S



CRYP
CRYPTOGRAPHIC PROTOCOLS

Adversary ࣛmay learn some session keys ሺincl. the group keyሻ.
Still, security of other unknown subgroup/p2p keys should be preserved.

Session keys must be independent ሺindistinguishable from random keysሻ.

Challenge 1: Independence of Subgroup Keys
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Adversary ࣛmay be a group member and misbehave during the protocol execution.
Still, security of subgroup keys ሺwhere ࣛ is not a memberሻ should be preserved.

Independence of ሺsubሻgroup keys must hold in case of insider /collusion attacks.

Challenge 2: Insider/Collusion Attacks
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GKE൅P GKE with On‐Demand Derivation of P2P Keys ሾMan09ሿ
Can be seen as a special case of GKE൅S.

Many GKE protocols extend the classical Diffie‐Hellman method to a group setting.
The group key k is derived from some element k‘ ൌ fሺg, x1, …, xNሻ 

for some function f : ॳ ൈ ԺQNื ॳ, where xi ∈ ԺQ is an exponent chosen by Ui.

Is it possible to re‐use exponents xi and xj to derive p2p keys from gxixj? 

GKE+P Protocols
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Parallel Diffie‐Hellman Key Exchange
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As a basic tool to derive p2p keys we want to use the parallel version of DHKE.

Parallel DHKE ሺPDHKEሻ
Let U ൌ ሼU1, …, UNሽ be a set of users ሺtheir unique identitiesሻ.

UN

xN∈R Ժ*Q
yN ൌ gxN

accept 

ሼk’N,j ൌ yjxNሽj

U1

x1∈R Ժ*Q
y1 ൌ gx1

accept 

ሼk’1,j ൌ yjx1ሽj

y1

Ui

xi ∈R Ժ*Q
yi ൌ gxi

accept 

ሼk’i,j ൌ yjxiሽj

yi yN

Allows Ui to compute k‘i,1 ൌ gxix1, k‘i,2 ൌ gxix2, … , k‘i,N ൌ gxixN. However,…

“broadcast” via asynchronous, p2p channel
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Simple Insider Attack on PDHKE
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UN

xN∈R Ժ*Q
yN ൌ gxN

accept 

ሼk’N,j ൌ yjxNሽj

U1

wait for y2

y2

Ui

xi ∈R Ժ*Q
yi ൌ gxi

accept 

ሼk’i,j ൌ yjxiሽj

yi yN

Although ࣛ does not learn x2 we have k‘i,1 ൌ k‘i,2 ൌ gxix2 for all Ui.
Exposure of any k‘i,1 to ࣛ reveals k‘i,2, which however should remain secret.

U2

x2∈R Ժ*Q
y2 ൌ gx2

accept 

ሼk’2,j ൌ yjx2ሽj

y2
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Recall that P2P keys should remain independent.

Insider Attack on PDHKE

“broadcast” via asynchronous, p2p channel
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Hash‐based Key Derivation for PDHKE
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The problem can be fixed by appropriate key derivation function applied to k‘i,j.

Hash‐based Key Derivation for PDHKE
Let Hp : ሼ0,1ሽ* ื ሼ0,1ሽκ be a cryptographic hash function ሺrandom oracleሻ. 

This allows us to derive independent p2p keys for any pair ሺUi, Ujሻ.
Can we integrate PDHKE into a GKE protocol?

Ui

xi ∈R Ժ*Q
yi ൌ gxi

ሼk’i,j ൌ yjxiሽj
accept 

ሼki,j ൌ Hpሺk’i,j , ሺUi , yiሻ, ሺUj , yjሻሻሽj

yi

ሼyjሽj

ki,j ൌ Hpሺk’i,j , ሺUi , yiሻ, ሺUj , yjሻሻ

uniqueness of Ui, Uj
֜ uniqueness of hash inputs Hpሺ* , ሺUi ,*ሻ, ሺUj ,*ሻሻ

uniqueness of yi per session 
֜ independence of p2p session keys ሼki,jሽj of Ui

ሺin the random oracle modelሻ

9

for any Ui, Uj the input order to H is determined by i ൏ j ሺs.t. ki,j ൌ kj,iሻ 
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Integration into Burmester‐Desmedt GKE Fails
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Burmester‐Desmedt ሺBDሻ GKEሾBD94ሿ Cyclic DL‐hard group ॳ ൌ ሺg, P, Qሻ.
Users U1, …, UN are arranged into a cycle such that U0 ൌ UN , UN൅1 ൌ U1.

Ui‐1 Ui൅1

k’i ؔ yi‐1NxiziN‐1zi൅1N‐2…zi൅N‐2 ൌ gx1x2൅ x2x3 ൅ … ൅ xN‐1xN

Ui

Round 1

xi‐1 ∈R ԺQ xi ∈R ԺQ xi൅1∈R ԺQ
yi‐1ൌ gxi‐1

Round 2

yiൌ gxi yi൅1ൌ gxi൅1

ziൌ ሺyi൅1/yi‐1ሻxizi‐1ൌ ሺyi/yi‐2ሻxi‐1 zi൅1ൌ ሺyi൅2/yiሻxi൅1

group key ki ؔ Hgሺgx1x2 ൅ x2x3 ൅ … ൅ xN‐1xN, ሺU1, y1ሻ, …, ሺUN, yNሻሻ

p2p keys ki,j ؔ Hpሺgxixj, ሺUi, yiሻ, ሺUj, yjሻሻ However,…
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Problem and Solution
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P2P keys are not independentሾMa09ሿ  Each Ui sends ziൌ ሺyi൅1/yi‐1ሻxi ൌ gxixi൅1/gxi‐1xi.
Ui‐1 can compute gxixi൅1 and thus derive the p2p key ki,i൅1 shared between Ui and Ui൅1. 

Our Solution – modified BD ሺmBDሻ Use hash function H : ॳื ሼ0,1ሽκ.
Let sidi ൌ ሺሺU1, y1ሻ, …, ሺUN, yNሻሻ known to each Ui after first BD round.
In the second round Ui computes

zi–1,i ൌ Hሺyi–1xi, sidiሻ , zi,i൅1 ൌ Hሺyi൅1xi , sidiሻ and broadcasts zi ൌ zi,i–1ْ zi,i൅1.

From zi–1,i and z1, …, zN each Ui can recover  z1,2, z2,3, …, zN,1 ሺvia iterated ْሻ.
In mBD൅P users derive:   group key ki ൌ Hgሺz1,2, …, zN,1, ሺU1, y1ሻ, …, ሺUN, yNሻሻ

p2p keys ki,j ൌ Hpሺgxixj, ሺUi, yiሻ, ሺUj, yjሻሻ

Knowledge of z1,2, …, zN,1  is not sufficient for the computation of any gxixj.
In the paper we prove security of mBD൅P using Gap Diffie‐Hellman assumption.
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Extension to GKE+S
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GKE൅P allows any pair of users to derive their p2p key without any interaction.

Can we extend GKE൅P towards derivation of subgroup keys?

ሺBad Newsሻ We cannot not derive subgroup keys in a non‐interactive way. 
Due to long‐standing open problem One‐Round GKE with Forward Secrecy 

ሺGood Newsሻ We can compute subgroup keys withminimum communication effort.
Our mBD൅S protocol takes only one ሺadditionalሻ round per subgroup.
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(Unauthenticated) mBD+S
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GKE Stage 2 rounds as in mBD൅P. Users in U compute the group key.
Ui‐1 Ui൅1

group key ki ؔ Hሺz1,2, …, zN,1, ሺU1, y1ሻ, …, ሺUN, yNሻሻ

Ui

xi‐1 ∈R ԺQ; yi‐1ൌ gxi‐1 xi ∈R ԺQ; yiൌ gxi xi൅1∈R ԺQ; yi൅1ൌ gxi൅1

ziൌ Hሺyi൅1xi,sidiሻْHሺyi‐1xi,sidiሻzi‐1ൌ Hሺyixi‐1,sidi‐1ሻْHሺyi‐2xi‐1,sidi‐1ሻ zi൅1ൌ Hሺyi൅2xi൅1,sidi൅1ሻْHሺyixi൅1,sidi൅1ሻ
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z1 zN ْڮْ 0 ؟ ; recover z1,2, …, zN,1

Subgroup Stage 1 round. Users in S ؿ U, |S| ൌ M, compute their subgroup key.
ssidi ൌ ሺሺU1, y1ሻ, …, ሺUM, yMሻሻ containing all Ui ג S and their yi taken from GKE Stage.

subgroup key ki,S ؔ Hሺz1,2, …, zM,1, ሺU1, y1ሻ, …, ሺUM, yMሻሻ
z1 zM ْڮْ 0 ؟ ; recover z1,2, …, zM,1

Ui‐1 Ui൅1Ui

ziൌ Hሺyi൅1xi,ssidiሻْHሺyi‐1xi,ssidiሻzi‐1ൌ Hሺyixi‐1,ssidi‐1ሻْHሺyi‐2xi‐1,ssidi‐1ሻ zi൅1ൌ Hሺyi൅2xi൅1,ssidi൅1ሻْHሺyixi൅1,ssidi൅1ሻ
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Authentication and Performance
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Authentication
Our mBD൅P and mBD൅S protocols use signature‐based authentication ሾKaYu03ሿ.

In mBD൅P and mBD൅S ሺGKE Stageሻ signature σi ൌ Signሺski, ሺUi, zi, sidiሻሻ
In mBD൅S ሺSubgroup Stageሻ signature σi ൌ Signሺski, ሺUi, zi, ssidiሻሻ 
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Performace
Comparison with protocols from ሾMan09ሿ, excluding authentication costs:

GKE൅P/S Rounds C

2 3

ommunication
ሺin log Q bitsሻ

Computation
ሺin mod. exp. per Uiሻ

GKE൅P BDሾMan09ሿ

GKE൅P KPTሾMan09ሿ 2

N 3

2N – 2 N ൅ 2 – i ሺ2N – 2 for Uiሻ 

mBD൅P 2 2N 3

GKE൅S BD ሺSubgroup Stageሻ 2 2M 2

mBD൅S ሺSubgroup Stageሻ 1 M ൑ 2 ሺvia tade‐offሻ



CRYP
CRYPTOGRAPHIC PROTOCOLS

Conclusion
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Flexible Group Key Exchange  ֜ 1 group key ൅multiple subgroup/p2p keys
GKE൅S as a general case of GKE൅P from ሾMan09ሿ

New security challenges
Independence between group key, subgroup keys, and p2p keys.
Consideration of insider and collusion attacks.

Constructions
Modified BD protocol to allow re‐use of exponents xi for the computation of all keys.
mBD൅P for non‐interactive derivation of p2p keys ሺmore efficient than in ሾMan09ሿሻ.
mBD൅S as extension of mBD൅P for efficient computation of subgroup keys ሺ1 roundሻ.

Not in the talk
Security model for GKE൅S protocols as extension of ሾKaYu03ሿ model and proofs.
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